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have sought to provide a comprehensive explanation of federal and state laws that may apply to 

the creation, offer, use and trading of digital assets in the United States, along with summaries of 
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framework for considering potential issues of jurisdictional overlap between the Commodity 
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federal statutes they each are responsible for administering. 
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¶ To identify and study emerging legal and regulatory issues and their implications for 

such products and processes; 

¶ To study and understand how the Commodity Exchange Act framework and other 

statutory and regulatory frameworks may intersect, and identify areas of conflict or 

other issues that overlapping laws may create; and 

¶ To make appropriate recommendations to address material issues identified. 

We offer our appreciation and thanks to the members of the Jurisdiction Working Group 

and their colleagues who contributed to the drafting of this White Paper. We hope that the White 

Paper will prove to be a valuable resource for legal practitioners and others who are active in the 

digital asset arena, as well as for policy makers.  
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DEFINED TERMS 

A 

AIF  · alternative investment fund 

AIFMD  · Alternative Investment Fund Managers Directive 

AMF  · Autorite des Marches Financiers 

AML  · anti-money laundering 

ASIC · Australian Securities and Investments Commission 

ATS · alternative trading system 

B 

BaFin · Federal Financial Supervisory Authority in Germany 

BCBS · Basel Committee on Banking Supervision 

BIS · Bank for International Settlements 

BitLicense · The license required to be obtained by the New York State Department of Financial Services regulations, for any 

person that is a resident of or located in, or has a place of business or is conducting business in, New York and is engaged in a 

virtual currency business activity. 

Blockchain · a shared, immutable record of transactions, frequently referred to as a digital ledger 

BSA · Bank Secrecy Act, as amended 

C 

Cboe · Cboe Global Markets, Inc. 

CCP · central counterparty 

CEA · U.S. Commodity Exchange Act, as amended 

CFD · contract for differences 

CFT · combating the financing of terrorism 

CFTC · U.S. Commodity Futures Trading Commission 

CME  · Chicago Mercantile Exchange Inc. 

CME Group  · CME Group Inc., public company parent of CME 

CPMI  · Committee on Payments and Market Infrastructures 

CPO · commodity pool operator 

Cryptocurrecy  · same meaning as virtual currency; the two terms are used interchangeably in this white paper  

CTA  · commodity trading advisor 

D 

DAO · Decentralized Autonomous Organization 

DCM  · designated contract market 

DCO · derivatives clearing organization 

DFS · New York State Department of Financial Services 

digital asset · an electronic record in which an individual has a right or interest; the term is also used generically to refer to both 

digital assets and digitized assets 

digital asset funds · investment vehicles designed for the purpose of providing investors with investment exposure to digital 

assets 

digitized asset · a physical asset for which ownership is represented in an electronic record 

DLT  · distributed ledger technology 

Dodd-Frank  · Dodd-Frank Wall Street Reform and Consumer Protection Act 

DOJ · U.S. Department of Justice 



 

vi 

E 

ECP · eligible contract participant 

EMIR  · European Market Infrastructure Regulation 

ESMA · European Securities Markets Authority 

ETFs · exchange-traded funds 

ETPs · exchange-traded products 

EU · Euoprean Union 

Exchange Act · U.S. Securities Exchange Act of 1934, as amended 

F 

FATF  · Financial Action Task Force 

FBOT · foreign board of trade 

FCA · U.K. Financial Conduct Authority 

FCM  · futures commission merchant 

FinCEN · U.S. Department of the Treasuryôs Financial Crimes Enforcement Network 

FINMA  · Swiss Financial Market Supervisory Authority 

FINRA  · Financial Industry Regulatory Authority 

FMA  · New Zealand Financial Market Authority 

FSA · Japanese Financial Services Agency 

FSB · Financial Stability Board 

FSC · Mauritius Financial Services Commission 

I  

IAA  · U.S. Investment Advisers Act of 1940, as amended 

IB  · introducing broker 

ICA  · U.S. Investment Company Act of 1940, as amended 

ICO  · Initial Coin Offering 

IOSCO · International Organization of Securities Commissions 

IRS · U.S. Internal Revenue Service 

 

K 

 
KYC  ·know-your-customer 

M 

MAS · Monetary Authority of Singapore 

MBC  · My Big Coin 

MFSA · Malta Financial Services Authority 

MiFID  · EU Markets in Financial Instruments Directive 

miners · network participants that run a series of complex algorithms to verify the transaction, ensuring that it is valid and 

matches the blockchainôs history 

MOU  · memorandum of understanding 

MSB · money services business 

N 

NAV  · net asset value 

NDF · non-deliverable forward 

NFA · National Futures Association 



 

vii  

O 

OTC · over-the-counter 

R 

Ripple · Ripple Labs Inc. 

RMG  · Royal Mint Gold 

S 

SAFT · Simple Agreement for Future Tokens 

SAR · Suspicious Activity Report 

SDR · swap data repository 

SEC · U.S. Securities and Exchange Commission 

Securities Act · U.S. Securities Act of 1933, as amended 

SEF · swap execution facility 

SRO · self-regulatory organization 

T 

Token · Used to refer to both digital and digitized assets 

U 

ULC  · National Conference of Commissioners on Uniform State Laws (also known as the Uniform Law Commission) 

URVCBA  · Uniform Regulation of Virtual-Currencies Businesses Act 

V 

Virtual currency  · defined broadly to include any type of digital assets, with few exceptions such as digital units that are used on 

gaming platforms or digital units that are used as part of a customer rewards program 
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EXECUTIVE SUMMARY  

Introduction  

This White Paper summarizes the existing federal and state regulatory regimes governing 

digital assets in the United States, discusses the emerging issues that will affect digital asset 

markets and their participants, and outlines analogous efforts taken by international regulators 

and other national governments. Parts of the discussion are specific to a particular type of digital 

asset referred to as virtual currencies or cryptocurrencies, because they have received the most 

attention from U.S. and global regulators.  

There is not a consistent set of terms used by regulators, market participants or others to 

describe assets that are represented on a blockchain platform. We have tried to use the terms 

ñdigital assetò and ñtokenò interchangeably and consistently in this White Paper to refer 

generally to any such type of assets. As explained in Section 1, the term digital asset can also 

have a narrower meaning, differentiating electronic records that are themselves the asset from 

ñdigitized assetsò that are electronic records of ownership of an underlying asset.  

The growth of the digital asset market has been rapid and volatile. The total estimated 

market capitalization of virtual currency, a subset of digital assets, soared from $17.7 billion at 

the end of 2016 to $612.9 billion at the end of 2017, although it dropped to $130.2 billion as of 

December 30, 2018.
1
 While the size of the virtual currency market pales in comparison to the 

overall global economy,
2
 sharp increases in the value of virtual currencies reflect the interest of a 

wide variety of market participants, including general retail investors.
3
  

                                                 
1
 Global Charts: Total Market Capitalization, COINMARKETCAP, https://coinmarketcap.com/charts/ (query Total 

Market Capitalization table for dates: Dec. 30, 2018, Aug. 10, 2017, and Aug. 10, 2016). 

2
 As a comparison, Apple Inc. alone commands a market capitalization of more than $1 trillion. See Apple hangs 

onto its historic $1 trillion market cap, CNBC, https://www.cnbc.com/2018/08/02/apple-hits-1-trillion-in-market-

value.html (last updated Aug. 2, 2018, 4:11 PM); see also Virtual Currencies: The Oversight Role of the U.S. SEC 

(contôd) 
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Multiple regulators are considering responses to this new area of commerce.
4
 The current 

issues that regulators must resolve generally fall into two categories. First, because digital assets 

are novel and in many ways unlike other regulated products, each regulator faces interpretative 

obstacles in determining whetherðand to what extentðits existing statutory authority permits it 

to assert jurisdiction. Second, each regulator needs to manage possible jurisdictional overlaps 

with other regulators. In the United States, the CFTC, the SEC, FinCEN, the IRS, and state 

regulators such as the DFS have issued guidance or interpretations concerning digital asset 

products and market participants. Similarly in Europe, compliance obligations at both the EU 

and member state levels are expected to apply depending on the type of digital asset or virtual 

currency business. Each regulator and standard-setting body also needs to consider the cross-

border implications of its respective regulations.  

This White Paper addresses these themes in the following sequence: (1) factual 

background; (2) CFTC jurisdiction over digital assets, with an emphasis on virtual currencies; (3) 

potential SEC regulation of digital assets under the Securities Act and Exchange Act; (4) 

regulatory implications under other federal securities laws, specifically, the Investment Company 

________________________ 

(contôd from previous page) 
and U.S. CFTC: Hearing Before the S. Comm. on Banking, Housing, and Urban Affairs, 115th Cong. 101, 102 

(2018) (statement of J. Christopher Giancarlo, Chairman, CFTC) [hereinafter Giancarlo HUA Statement] (ñClearly, 

the column inches of press attention to virtual currency far surpass its size and magnitude in todayôs global 

economy.ò). 

3
 See, e.g., Andrew Arnold, 30% Of Millennials Would Rather Invest In Cryptocurrency: Here Are 3 Tips To Help 

You Do It Smarter, FORBES (Jan. 7, 2018, 8:01 AM), https://www.forbes.com/sites/andrewarnold/2018/01/07/30-of-

millennials-invest-in-cryptocurrency-here-are-3-tips-to-help-you-do-it-smarter/#102c4fff7861. 

4
 Jay Clayton & J. Christopher Giancarlo, Regulators Are Looking at Cryptocurrency: At the SEC and CFTC We 

Take Our Responsibility Seriously, WALL ST. J. (Jan. 24, 2018), https://www.wsj.com/articles/regulators-are-

looking-at-cryptocurrency-1516836363 (stating that while the virtual currency market continues to evolve, it calls 

for regulators to monitor the market for ñfraud and abuseò); see also Beyond Silk Road: Potential Risks, Threats, 

and Promises of Virtual Currencies: Hearing Before the S. Comm. on Homeland Sec. and Govôt Affairs, 113th Cong. 

48 62 (statement of Jennifer Shasky Calvery, Dir., FinCEN) (explaining various attributes of virtual currencies that 

make them attractive as a medium for illegal activity). 
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Act and the Investment Advisers Act; (5) issues created by jurisdictional uncertainty between the 

CFTC and SEC, and potential tools for resolving jurisdictional issues; (6) FinCENôs regulation 

of digital assets; (7) international regulation of digital assets and blockchain technology; and (8) 

state regulation of digital assets. These sections lay out the varying and diverse approaches taken 

by federal, international and state regulators with respect to digital asset uses and markets as well 

as interpretative issues associated with each approach, given that digital asset markets are still in 

the early stages of development. As these sections together suggest, U.S. and international 

regulators likely will need to be both flexible and nimble. 

Summary of Topics Covered 

Section 1: Background on Digital Assets and Blockchain Technology 

The first Section provides context by giving a high level primer on blockchain 

technology and digital assets in two parts. Section 1.1 explains the mechanics of blockchain and 

various applications of the technology. Section 1.2 distinguishes between digital assets (under 

the termôs narrower meaning) and digitized assets, different categories of digital and digitized 

assets, and how they function within a blockchain. 

Blockchain Technology. Although the rise of blockchain (and related technology) 

occurred seemingly overnight, the technologyôs roots date back at least several decades. In 1976, 

two Stanford University authors published a paper on cryptography discussing the concept of a 

mutual distributed ledger (albeit not using that particular term)
5
ðthe same concept that 

underpins todayôs blockchain distributed ledger technology. A 1991 white paper expanded upon 

that concept to explore ñcomputationally practical procedures for digital time-stamping of . . . 

                                                 
5
 Whitfield Diffie and Martin E. Hellman, New Directions in Cryptography, 22 IEEE TRANSACTIONS ON INFO. 

THEORY 644ï54 (1976), https://ee.stanford.edu/~hellman/publications/24.pdf. Cryptography, in turn, is the ñstudy of 

ómathematical systemsô for solving two kinds of security problems: privacy and authentication.ò Id. at 645. 
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documents so that it is infeasible for a user either to back-date or forward-date his document, 

even with the collusion of a time-stamping service.ò
6
 Nearly three decades later, technological 

progress rendered these theoretical concepts a reality, giving rise to the modern blockchain.  

Although blockchains differ in terms of configurations and users, one of the most popular 

and widely known uses of blockchain technology, bitcoin, made its debut in 2009.
7
 Blockchain 

technology requires the employment of complex calculations and powerful, expensive 

computers.
8
 Bitcoin provided an attractive entry point for new blockchain users, rewarding them 

with something of value (bitcoins) for participating in the blockchain process, thereby offsetting 

(and in some instances surpassing) costs associated with running the computers necessary to 

maintain the technology.
9
  

As the virtual currency market continues to mature and evolve, additional uses for 

blockchain technology have been contemplated, including: 

¶ financial services and investment services (e.g., payment processing and money transfers; 

equity trading; energy futures trading and compliance); 

¶ monitoring supply chains and tracking products, including food products;  

¶ cybersecurity (e.g., creating digital IDs through which users can authenticate and control 

their digital identities); 

¶ copyright and royalty protection;  

¶ digital voting;  

                                                 
6
 Stuart Haber and W. Scott Stornetta, How to Time-Stamp a Digital Document, 3 J. OF CRYPTOLOGY 99, 99 (1991). 

7
 See Jon Martindale, What is a blockchain?, DIGITAL TRENDS, https://www.digitaltrends.com/computing/what-is-a-

blockchain/ (last updated Feb. 11, 2019, 2:36 PM).  

8
 Id. 

9
 See id. 
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¶ products to enable compliance in various legal contexts (e.g., real estate, land, and auto 

title transfers; tax regulation and compliance; medical recordkeeping; wills or 

inheritances); 

¶ a blockchain registry of smart contracts to verify, facilitate, or enforce worker contracts; 

and  

¶ products that secure access to belongings (e.g., using blockchain to grant service 

technicians access to a house, or a mechanic access to a car, to perform repairs).
10

 

As Section 1.2 explains in greater detail, the varying applications of blockchain tokens are 

critical to the increasing variations of uses for digital and digitized assets, such as smart contracts. 

As much as blockchain technology presents new opportunities to revolutionize various 

legal and business processes, the technology raises novel concerns regarding security, 

technological shortcomings, fraud, and confidentiality. These concerns, at least in part, have 

prompted regulators to attempt to better understand the digital asset market. 

Digital and Digitized Assets. ñDigital assetsò and ñdigitized assetsò are electronic records 

that are represented on an electronic ledger, including blockchain. Like blockchain technology, 

digital and digitized assets on a blockchain, also called ñblockchain tokens,ò have varying uses, 

including as a means of payment for goods and services, a key to get access to an application, an 

asset with a particular claim on the issuer, or a combination of multiple uses. None of these 

applications is explicitly defined by statute or regulation in the United States or other 

jurisdictions (with certain exceptions addressed below). The absence of uniform definitions 

creates obstacles for regulators in establishing what obligations should apply to the applications, 

as well as to market participants, such as virtual currency businesses or traditional businesses 

                                                 
10

 Sean Williams, 20 Real-World Uses for Blockchain Technology, THE MOTLEY FOOL (Apr. 11, 2018, 9:21 AM), 

https://www.fool.com/investing/2018/04/11/20-real-world-uses-for-blockchain-technology.aspx; see also Nolan 

Bauerle, What Are the Applications and Use Cases of Blockchains?, COINDESK (undated), 

https://www.coindesk.com/information/applications-use-cases-blockchains/; Srishti, Uses of Blockchain Technology: 

Top 7 Industrial Cases, ENGINEERING (Nov. 27, 2017), https://engineering.eckovation.com/uses-of-blockchain-

technology/. 
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that offer blockchain tokens or virtual currency exchanges that convert and trade virtual 

currencies. 

Section 2: Commodity Exchange Act and CFTC Regulation 

The second Section provides an overview of the CEA provisions that may apply to digital 

assets and derivatives based on digital assets. The discussion focuses on virtual currencies and 

the CFTCôs efforts to regulate or police those markets, and the issues raised by the CFTCôs 

actions. 

CFTC Regulation of Derivatives. Following an Introduction in Section 2.1, Section 2.2 

summarizes the various derivatives products covered by the CEA, along with the CFTCôs 

authority to regulate certain retail commodity transactions. It discusses how the CFTCôs 

authority may extend to derivatives or retail transactions based on digital assets, in particular 

virtual currencies. The CFTC also has anti-fraud policing authority over cash commodity 

markets, but (putting aside ñin scopeò retail transactions) it does not have the authority to adopt 

regulations governing cash commodity markets. Determining whether the CEA will apply to 

derivatives or retail transactions involving digital assets hinges in large part on whether the 

digital asset is a ñcommodityò as defined in the CEA, and also on whether, if it is a covered 

ñcommodity,ò the digital asset could be sub-classified as a security. 

CFTC Regulation of Virtual Currencies. Section 2.3 summarizes the CFTCôs potential 

authority over virtual currencies or other digital assets as ñcommodities,ò and provides an 

explanation of the CEAôs commodity definition (which covers items one would not expect under 

a common understanding of the term), the definitionôs potentially broad reach, and interpretative 

questions raised under the definition since the CFTC first formally asserted in 2015 that virtual 

currencies are commodities within its oversight. The CFTCôs assertion of authority over virtual 
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currencies largely has been in the context of enforcement actions, where the CFTC generally 

seeks to combat fraud and manipulation. Because the CEA does not explicitly grant the CFTC 

jurisdiction over virtual currencies, whether (and to what extent) the CFTC has jurisdiction over 

the cash market for a virtual currency depends largely on whether the virtual currency is a 

ñcommodityò under the CEA, and on whether it is a security or a non-security commodity. 

The CFTCôs assertion that all virtual currencies are ñcommoditiesò over which it has 

anti-fraud authority (which presupposes they are not securities) has faced challenges by 

defendants in civil enforcement cases. Some of those challenges raise significant questions about 

the scope of the CFTCôs authority over virtual currencies, as discussed in Section 2.3. Section 

2.3 also discusses litigation over the meaning of the ñactual deliveryò requirement in the 

exclusion from the CEA provision imposing regulation on certain margined, leveraged or 

financed retail commodity transactions. 

Allocation of Jurisdiction Between the CFTC and SEC. Putting aside whether a 

particular virtual currency (or other digital asset) is a security or a non-security commodity, it is 

useful to understand how federal law allocates jurisdiction between the CFTC and SEC over 

securities-based derivatives and hybrid securities with derivatives elements. Section 2.4 provides 

an overview of the current jurisdictional allocation between the two agencies.  

Section 3: Federal Securities Regulation: Securities Act and Exchange Act 

The third Section summarizes the application of federal securities laws and SEC 

regulations to digital assets. Section 3.1 analyzes whether the current definition of ñsecurityò in 

the Securities Act and Exchange Act may apply to digital assets. Section 3.2 discusses the 

regulatory implications for digital assets that are determined to be securities under the Securities 

Act and the Exchange Act. 
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Application of the Security Definition. Under the Securities Act and the Exchange Act, 

the SEC has statutory authority to regulate ñsecuritiesò to protect investors from improper 

conduct (e.g., manipulation, fraud, theft). Thus, similar to the CFTCôs jurisdiction over 

ñcommodities,ò the SECôs statutory authority to regulate digital assets relies on a determination 

that those assets fall within the definition of ñsecurity.ò Also similar to the CFTC context, the 

definition of ñsecurityò covers a broad range of instruments, and also includes the catch-all term, 

ñinvestment contract.ò Because the Securities Act and the Exchange Act do not explicitly 

contemplate the treatment of digital assets and virtual currencies, whether a digital asset will fall 

within the scope of securities regulations often will depend on whether it is determined to be an 

ñinvestment contract.ò As Section 3.1 explains, in assessing whether an instrument is an 

ñinvestment contract,ò and, therefore, a ñsecurity,ò the SEC primarily applies a four-part test the 

Supreme Court set out in SEC v. Howeyð(1) an investment of money; (2) in a common 

enterprise; (3) with a reasonable expectation of profits; and (4) the expectation of profits is based 

upon the entrepreneurial or managerial efforts of others. Applying the Howey test necessarily 

invites questions as to how the particular characteristics of various digital assets fall within each 

element, as addressed below. 

Securities Act and Exchange Act Compliance. Because certain digital assets are likely to 

be classified as ñsecurities,ò Section 3.2 outlines the regulatory obligations that would apply to 

the digital assets, and any applicable exemptions for parties transacting in digital assets. For 

example, the Securities Act, which generally addresses initial offerings of securities, requires 

issuers of securities to register the securities with the SEC or establish that the securities are 

exempt from registration. If none of the available exemptions apply to a securities offering, the 

Securities Act requires issuers to provide disclosures regarding both the security and the issuing 
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entity as part of the registration process. The SEC has anti-fraud authority over both exempt and 

non-exempt securities.  

Section 3.2 also outlines the regulatory obligations that are set out in the Exchange Act, 

which establishes the regulatory regime for the secondary securities market. Specifically, the 

Exchange Act regulates financial intermediaries such as broker-dealers, exchanges, transfer 

agents, and clearing agencies. Financial intermediaries that perform any of these activities in the 

digital asset context may be subject to regulation under the Exchange Act. Depending on the 

activities of the entity, compliance with the Exchange Act may include obligations such as 

registration, capital requirements, reporting, disclosures, and filings of forms and policies with 

the SEC for approval.  

Section 4: Federal Securities Regulation: Investment Company Act and Investment Advisers Act 

Section 4 covers regulatory implications under two other federal securities statutes, the 

ICA and IAA in Sections 4.1 and 4.2, respectively. 

Investment Company Act Compliance. Regulatory requirements under the ICA 

ultimately may apply to digital assets as the market continues to attract vehicles that invest in 

digital assets. Entities that are ñinvestment companiesò under the ICA are required to register 

with the SEC and also register their shares for sale under the Securities Act, unless an exemption 

is available. Investment companies also are subject to extensive regulation under the ICA. 

Section 4.1 outlines the bases on which an issuer of digital assets or a digital asset fund would 

have to register as an investment company under the ICA and the associated regulatory 

implications. As is the case with the Securities Act and the Exchange Act, applying the ICA 

regulatory regime to digital assets raises interpretative questions. For example, a person is an 

investment company if it is an ñissuerò of a ñsecurityò and either holds itself out as investing 
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primarily in securities or invests a certain percentage of its assets in securities. While the 

Securities Act and the Exchange Act define these terms similarly, the definition of ñsecurityò for 

purposes of determining whether the issuerôs investments trigger investment company status can 

be broader than the Securities Act and Exchange Act definition of ñsecurity.ò Section 4.1 also 

includes a discussion of issues that can arise if conventional investment companies, such as 

mutual funds and ETFs, invest in digital assets. 

Investment Advisers Act Compliance. Persons providing advice with respect to digital 

assets may be ñinvestment advisersò who are subject to regulation and potential registration 

requirements under the IAA or comparable provisions of state law, depending on whether the 

digital assets are considered securities for this purpose. Section 4.2 explains who might be 

regulated as investment advisers under the IAA and the regulatory implications for such persons. 

Similar to the ICA, applying the IAA to digital assets involves interpretative questions including 

whether a person engages in the business of ñadvisingò others regarding a ñsecurity.ò The 

definition of a ñsecurityò under the IAA is identical to the definition under the ICA. 

Section 5: Potential Jurisdictional Overlap Between the CFTC and the SEC 

While various federal and state regulators have issued guidance regarding digital assets, 

in particular with respect to virtual currencies, the question of whether, and to what extent, 

digital assets may be subject to the regulatory regimes of both the CFTC and SEC is of particular 

importance. Following an Introduction, Section 5.2 provides an overview of problematic issues 

with the current CFTC and SEC statutory schemes. Section 5.3 provides some explanation on 

how jurisdictional debates between the two agencies have been resolved in the past, as that may 

provide helpful precedent for how to resolve issues around digital assets. Section 5.4 describes 

the process for cooperation mandated as part of the Dodd-Frank Act as a mechanism for seeking 
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clarification on which agency has jurisdiction over novel products. Section 5.5 then examines 

potential tools to establish jurisdictional policies without new legislation, including each 

agencyôs exemptive authority and the Dodd-Frank prescribed process for cooperation. 

Section 6: FinCEN Regulation 

The sixth Section summarizes FinCENôs regulation of virtual currencies through its 

authority to regulate ñfinancial institutionsò under the Bank Secrecy Act (BSA), which focuses 

on combating persons and entities that engage in money laundering or terrorism financing. 

Section 6.1 summarizes the scope of FinCENôs regulatory authority under the BSA. The term 

ñfinancial institutionò under the BSA extends to entities including Money Services Businesses 

(MSBs). FinCEN has extended its authority to certain virtual currency businesses that it 

determined fall within the broad MSB definition.  

Sections 6.2 and 6.3 detail the regulatory implications of falling within FinCENôs 

jurisdiction. For example, if a virtual currency business is deemed to be an MSB, it would incur 

compliance obligations such as registering with FinCEN, submitting to examinations by the IRS, 

and establishing an AML program. As Section 6.4 explains, like the SEC and CFTC, FinCEN 

has taken steps to regulate the virtual currency market, including enforcement actions against 

virtual currency market participants under its BSA authority. 

Section 7: International Regulation of Digital Assets and Blockchain Technology 

The seventh Section summarizes international regulations, directives, and guidance 

regarding virtual currency and other digital asset markets. Sections 7.1 and 7.2 detail European 

efforts initiated at both the EU level, including through EU legislation and ESMA guidance and 

statements, and the individual country level, including through legislation and guidance provided 

by national regulators. Section 7.3 summarizes approaches to virtual currency taken by 
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regulators in Asia and Australia. Section 7.4 outlines guidance on virtual currencies provided by 

international bodies such as IOSCO. Collectively, Section 7 describes a spectrum of approaches 

ranging from regulators who are skeptical of the benefits of virtual currencies to those who 

welcome and encourage the marketsô development. 

European Initiatives. As Section 7.1 explains, the characteristics of digital assets created 

and used in Europe determine whetherðand to what extentðcertain EU compliance obligations 

apply to those assets. MiFID II obligations will be triggered where digital assets are considered 

to fall within the MiFID II definition of ñfinancial instrument,ò which includes, among other 

items, transferable securities, money-market instruments, units in collective investment 

undertakings, and certain options, futures, forward rate agreements and swaps. Like the 

definitions of ñsecurityò and ñcommodityò in the United States, the financial instrument 

definition does not specifically enumerate digital assets or virtual currencies, so European 

authorities must determine whether the assets have characteristics sufficiently similar to the 

enumerated categories.  

Additionally, EMIR risk mitigation requirements may apply to certain cleared and non-

centrally cleared OTC derivatives transactions. Because EMIR requires that certain OTC 

derivatives transactions clear through a CCP, blockchain technologies that may be used to clear 

derivatives transactions covered by EMIR may need to comply with these requirements. To the 

extent EMIR requirements extend to OTC derivatives not cleared by CCPs, they also may impact 

blockchain technology used in connection with those derivatives. 

Other obligations may apply to certain types of market participants as well. For example, 

the European Parliament and EU Council have amended the governing AML legislation to 

specifically cover cryptocurrency exchanges and custodial wallet providers. 
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As Section 7.2 outlines, regulators in the United Kingdom, Switzerland, France, Germany, 

Austria, Slovenia, and Malta have taken active steps to evaluate the evolving virtual currency 

market, examine how digital assets and blockchain technology may fall within existing 

regulations and directives, and in some instances implement new laws, regulations, or other 

initiatives. As described below, regulators in these countries have taken varying approaches, 

demonstrating the differing policy perspectives regarding the operation of virtual currency 

markets.  

Asian and Australian Regulations. Unlike Europe, Asia has no larger regional body 

tasked with setting regulatory agendas. Accordingly, jurisdictional issues raised by the virtual 

currency markets are particularized to each individual country. Section 7.3 focuses on 

approaches taken by national governments in a number of Asian countries, including Japan, 

South Korea, Singapore, and China; it also addresses Australiaôs regulation of the virtual 

currency markets, as well as differences among these approaches. 

The regulatory postures fall within two broader categories. First, Japan, South Korea, and 

Australia have taken proactive steps to regulate their cryptocurrency markets and thus have 

dynamic and increasingly nuanced regulatory regimes. These jurisdictions have embraced 

cryptocurrency and afforded it legal protection but, to varying degrees, have sought to regulate 

the inherent risks that cryptocurrency products pose to consumers, financial markets, the private 

sector, and payment systems. Of the jurisdictions in this category, Japan has the deepest history 

with cryptocurrencies and likely the most robust long-term infrastructure within which 

cryptocurrency providers and consumers can operate. South Korea similarly has sought to 

develop a strong regulatory regime that embraces the economic and innovative potential of 

cryptocurrencies while mitigating risks. Finally, Australia has recently begun to regulate its 
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otherwise generally open market and has done so largely to limit cryptocurrencies as a vehicle 

for financial crimes. 

Second, Singapore and China have developed less nuanced regulatory regimes designed 

to create a clear and consistent approach. Singapore generally has embraced cryptocurrencies 

and sought to create a permissive environment for their operation. Consistent with that operating 

principle, Singapore appears to lightly regulate cryptocurrencies, and when it does regulate them, 

appears to do so in accordance with preexisting regulation. Conversely, in the past year, China 

largely has rejected the private cryptocurrency industry (although notably, it has not rejected 

virtual currencies or blockchain technology more broadly). As a result, China has taken a 

consistently restrictive posture towards cryptocurrency, and effectively has banned vital elements 

of the cryptocurrency industry in its jurisdiction.  

As Section 7.3 explains, the approaches taken by regulators in Asia with respect to 

regulating foreign virtual currency market participants differ as well, but generally address two 

larger questions of (1) whether foreign entities will be permitted to participate in the respective 

markets and, (2) if so, how those entities should be regulated. 

Global Guidance. As the virtual currency markets continue to expand, international 

organizations that are tasked with setting global standards for the regulation of industries related 

to banking, securities, or other financial markets have created initiatives to assess the virtual 

currency markets. Among those organizations are the following: 

¶ The BIS, which is owned by 60 central banks worldwide and, among other initiatives, 

publishes research analyses and international banking and financial statistics in support of 

international policymaking. The BIS also hosts a number of committees, including the 

BCBS and the CPMI. The BCBS is a committee responsible for setting global standards 
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for the prudential regulation of banks as well as creating a forum to enable cooperation 

regarding banking regulatory matters. The CPMI is a committee that sets global standards 

in the areas of payment, clearing, settlement, and related arrangements. The CPMI is 

tasked with monitoring developments in these subject areas and, like the BCBS, serves as 

a forum for central bank cooperation in related oversight, policy, and operational matters; 

¶ IOSCO, an international body composed of national securities regulators that develops 

and promotes adherence to internationally recognized standards for securities regulation; 

¶ FATF, an inter-governmental body established to set standards for preventing money 

laundering, terrorist financing, and other related threats to the integrity of the 

international financial system; and  

¶ The FSB, an international body that coordinates national financial authorities and 

international organizations in their efforts to develop regulatory policies and monitors 

and makes recommendations about the global financial system. 

None of these international bodies have proposed to broadly restrict the virtual currency market; 

however, they have offered a spectrum of opinions, with some organizations expressing more 

concern regarding the risks posed by the virtual currency markets than others. Nevertheless, as 

Section 7.4 details, these international bodies have highlighted potential benefits that the virtual 

currency markets may provide and, in doing so, favored continued observation of the 

development of the market. 

Section 8: State Law Considerations 

Section 8 identifies key state regulators that also have asserted authority over virtual 

currency businesses. Section 8.1 summarizes the New York DFS regulations of virtual currency 

businesses and the requirement that those businesses register for a ñBitLicense.ò Section 8.2 
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summarizes an exemption from BitLicense regulations for virtual currency businesses that are 

chartered under New York Banking Law. Section 8.3 outlines an initiative started by New York 

regulators to gather additional information from major virtual currency businesses. Section 8.4 

summarizes the efforts of other states in regulating the issuance of virtual currencies or tokens 

through ICOs.  

BitLicense Requirements and Exemptions. Generally, virtual currency businesses are 

subject to the New York BitLicense regulations only if (1) the business involves a ñvirtual 

currency,ò as that term is defined by the DFS regulations; (2) the business is engaged in a 

ñvirtual currency business activityò; and (3) no available exemptions apply. ñVirtual currencyò is 

defined broadly to include any type of digital assets, with a few exceptions such as digital units 

that are used on gaming platforms or as part of a customer rewards program. The DFS 

regulations also define what constitutes ñvirtual currency business activityò to include a number 

of activities such as storing, holding, or maintaining custody of virtual currency on behalf of 

others, issuing virtual currency, or buying and selling virtual currency.  

Unlike the federal regulatory schemes, which were not created with virtual currency 

businesses in mind, the DFS BitLicense regime specifically addresses the existing virtual 

currency markets. The significant compliance requirements can be costly. Thus, a threshold 

question for a business that is subject to the BitLicense requirements is whether it qualifies for an 

exemption from the requirements. The BitLicense requirements do not apply to businesses that 

are using virtual currency solely for the purchase of goods and services or for investment 

purposes or that are chartered under New York Banking Law. As Section 8.2 explains, with 

respect to the latter exemption, while there are certain differences between compliance 

obligations set out by the New York Banking Law and the BitLicense requirements, complying 
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with the alternative regime does not provide exemptive relief from the primary BitLicense 

requirements.  

Other State Regulation. State regulators have asserted jurisdiction over virtual currency 

businesses primarily in the context of money transmitter regulations, which apply to issuers of 

virtual currencies, and ICO regulations. With respect to money transmitter regulations, state 

regulators have attempted to balance their regulatory interests with a need for coordination to 

prevent unnecessary regulatory burdens. Specifically, the states have proposed, but not yet 

enacted, a uniform regulation for virtual currency businesses that could apply to each state. As 

Section 8.4 will explain, state regulators have taken a more varied approach to ICOs under 

existing securities laws. Additionally, the Appendix to this paper provides a 50-state survey of 

virtual currency regulations (as of January 23, 2019) that identifies what legislative or regulatory 

steps, if any, a state has taken with respect to the licensing or regulation of the virtual currency 

market. 
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1. Blockchain Technology 

(a) What Is ñBlockchainò? 

Blockchain is a shared, immutable chronological record of transactions, frequently 

referred to as a digital ledger, and a type of distributed ledger technology. Blockchain technology 

ñmakes it possible to create a digital ledger of transactions and share it among a distributed 

network of computers. It uses cryptography to allow each participant on the network to 

manipulate the ledger in a secure way without the need for a central authority.ò
11

 Each ñblockò in 

the chain represents a set of transactional records, which the ñchainò component in turn links 

together via a ñhashò function
12

 that distills an original piece of information into a code that is 

                                                 
*
 The authors of Section 1 wish to thank Petal P. Walker and Twane Harris of WilmerHale for their substantial 

contributions to this Section. 

11
 Steven Norton, CIO Explainer: What Is Blockchain?, WALL ST. J. (Feb. 2, 2016, 12:49 AM), 

https://blogs.wsj.com/cio/2016/02/02/cio-explainer-what-is-blockchain/. 

12
 See Martindale, supra note 7. 
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recognizable and archived on the blockchain ledger.
13

 

The concept behind the decentralized digital ledger is that it is seen to eliminate the need 

for a trusted third-party intermediary or central authority, such as a bank or government, to verify 

the transaction.
14

 Instead, blockchain participants themselves collectively verify proposed 

transactions in a peer-based verification system. When a blockchain participant wants to transact, 

network participants (often called ñminersò) run a series of complex algorithms to verify the 

transaction, ensuring that it is valid and matches the blockchainôs history.
15

 Once the transaction 

is peer-verified by a miner, it is broadcast to other miners and added to the blockchain ledger. 

Two types of blockchains exist: permissionless and permissioned chains. As the name 

suggests, permissionless chains allow anyone to participate, without vetting, whereas 

consortiums or administrators evaluate and determine each entityôs proposed participation in a 

permissioned chain.
16

 In both instances, blockchains use ñsmart contractsòðcontracts that are 

coded to automatically execute contractual obligations (e.g., direct payments, or impose penalties 

if certain conditions are not satisfied) via the blockchain without manual intervention.
17

 

Unlike the central authority model (in which a single, trusted authority like a bank 

maintains a master copy of a ledger), all blockchain participants maintain identical copies of the 

same ledger. Every time a new block is created, information related to the transaction, including 

                                                 
13

 The Trust Machine, THE ECONOMIST (Oct. 31, 2015), https://www.economist.com/leaders/2015/10/31/the-trust-

machine?AID=11873477&PID=2942700.  

14
 See Martindale, supra note 7. 

15
 See Norton, supra note 11. 

16
 PRAKASH SNTHANA &  ABHISHEK BISWAS, DELOITTE AND TOUCHE LLP, BLOCKCHAIN RISK MANAGEMENT 4 

(2017), https://www2.deloitte.com/content/dam/Deloitte/us/Documents/risk/us-risk-blockchain-risk-

management.pdf. 

17
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a time stamp and the hash number of the previous block, is included. Blockchain advocates 

believe this technology renders the blockchain system less vulnerable to fraud.
18

 Tampering with 

a ledger maintained, monitored, and verified by multiple participants across the globe is 

conceived to be significantly more difficult than falsifying a ledger maintained by a single 

bankðperhaps by hacking into the bankôs recordkeeping system, for example. In addition, 

attempts to tamper with the blockchain are perceived to be immediately apparent, because the 

new hash associated with the proposed transaction will not match prior hashes in the chain, and 

the transaction thus should not be approved.
19

 

(b) Cryptocurrency Trading Platforms and Points of Intersection with Fiat 

Currencies 

 Although some blockchain advocates suggest that cryptocurrencies may one day render 

fiat currencies obsolete, at present, the two are linked. Bitcoin, for example, may be purchased 

on exchanges or directly from others in the marketplace using fiat currency (transferred, e.g., via 

credit or debit card payments, or wire transfer) or other cryptocurrencies.
20

 Transacting in bitcoin 

(and similar cryptocurrencies) requires setting up a ñwalletò to store the digital coins, such as an 

online wallet (which can be provided as part of an exchange platform or via an independent 

provider), a desktop wallet, a mobile wallet, or an offline wallet (such as a hardware device or 

paper wallet).
21

 A wallet, in whatever form, keeps the keys (a string of characters) and/or 

                                                 
18

 This concept is explored in further detail below. 

19
 The Trust Machine, supra note 13. A hacker essentially would need to hack the entire blockchain, which would be 

extremely cumbersome to decipher. 

20
 Noelle Acheson, How Can I Buy Bitcoin?, COINDESK, https://www.coindesk.com/information/how-can-i-buy-

bitcoins/ (last updated Jan. 26, 2018). Although this discussion references Bitcoin, we use Bitcoin by way of 

example only; similar processes are applicable to other blockchain technologies, though the types of processes of 

course differ for different blockchains. 

21
 Id. A paper wallet is an offline walletðusually a ñcold storageò device that does not make contact with the 

internetðtypically printed on paper or plastic. It includes a public and private key printed together. Noelle Acheson, 

(contôd) 
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passwords for the bitcoin safe. Losing these means losing access to the bitcoin.
22

  

 After setting up a wallet, the next step involves determining how to purchase the bitcoin. 

Hundreds of cryptocurrency exchanges currently are operating and will buy and sell bitcoin on 

behalf of users, though individual user access may be limited, depending on geographical area.
23

 

Measuring by U.S. Dollar volume, Bitfinex currently is the largest bitcoin exchange, and 

Coinbase, Bitstamp, and Poloniex are other high-volume examples.
24

 Given KYC and AML 

regulations, many exchanges require proof of identity for account setup, which can include a 

photo ID and proof of address.
25

  

 Most exchanges charge fees and accept payment via credit card or bank transfer, and 

some also accept PayPal transfers.
26

 Once the exchange receives payment (for the bitcoin 

purchase and any applicable fees), it will purchase the bitcoin on the userôs behalf and 

automatically deposit the coin into the userôs wallet on the exchange.
27

 The user may then 

transfer the bitcoin to a different off-exchange wallet if desired.
28

  

 Bitcoins also may be transacted off-exchange. Certain online platforms are available to 

assist bitcoin users in finding other individuals willing to exchange bitcoins for cash, or retail 

________________________ 

(contôd from previous page) 
How to Make a Paper Bitcoin Wallet, COINDESK, https://www.coindesk.com/information/paper-wallet-tutorial/ (last 

updated Jan. 29, 2018). 

22
 Acheson, How Can I Buy Bitcoin?, supra note 20. 

23
 Id. These exchanges vary in terms of liquidity and security. See id. 

24
 Id. 

25
 Id. 

26
 Id. 

27
 Id. 

28
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outlets at which cash may be exchanged for bitcoins.
29

 Some bank branches also permit 

individuals to make cash deposits in exchange for bitcoins.
30

 In addition, much like traditional 

cash ATMs, Bitcoin ATMs enable users to deposit cash in exchange for bitcoins (which in turn 

are deposited in the userôs wallet and recorded on the blockchain after a cash deposit to the 

ATM).
31

 In each instance of purchase or sale, once the transaction is verified (by miners), the 

bitcoin transaction will be recorded on the blockchain.  

 Apart from the blockchain transactions themselves, miners of cryptocurrency networks 

generally do not measure the income they receive in terms of bitcoin (or other applicable 

cryptocurrency). Instead, they value their income in terms of fiat currency, converting their 

bitcoins (or other cryptocurrency) into the local fiat currency in the physical location of their 

mining operation.
32

 This is in part because fiat currencies typically are ñstable and liquid,ò 

whereas the values of bitcoin and other cryptocurrencies can be volatile.
33

  

 Banks also are exploring a means by which financial institutions would pay each other 

using collateral-backed cryptocurrency tokens, for which the banks would hold the collateral.
34

 

This system would entail banks issuing fiat currency on a blockchain.
35

 As this discussion shows, 

the relationship between fiat currency and cryptocurrency is fluid, and blockchain transactions 

                                                 
29

 Id. 

30
 Id. 

31
 Id. 

32
 Tim Swanson, Why Bitcoin Needs Fiat (And This Wonôt Change in 2018), COINDESK (Jan. 4, 2018, 9:14 AM), 

https://www.coindesk.com/bitcoin-still-needs-fiat-currency-wont-change-2018/. 

33
 Id. 

34
 Michael del Castillo, Is Blockchain Ready for Fiat? Why Banks See Big Promise in Crypto Cash, COINDESK (Sept. 

7, 2017, 11:25 AM), https://www.coindesk.com/blockchain-ready-fiat-banks-see-big-promise-crypto-cash/. 

35
 See id. 
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frequently intersect with fund transfer systems for fiat currencies.  

(c) Security Issues Associated with Blockchain 

Because all participants have copies of the existing blockchain and transaction history, 

changing or removing a transaction from the ledger is difficult.
36

 Advocates of the technology 

suggest that this feature makes blockchain significantly less susceptible to fraud risk.
37

 That said, 

blockchain is not altogether immune to fraud, and it is subject to a number of security (and other) 

risks. 

 Risks associated with blockchain depend in part upon whether the chain is permissioned 

or permissionless. In the permissionless context, anyone can participate as a miner, so long as 

they meet the networkôs technological requirements. No other entity checks, such as KYC, are 

performed, so anyone acquiring the cryptocurrency traded on the blockchain may transact with 

any other entity on the blockchain.
38

 This increases risks of money laundering and theft from a 

userôs account. In addition, permissionless blockchains pose privacy and scalability risks.
39

 In 

the permissioned context, these risks can be mitigated through monitoring by the administrator or 

consortium.
40

 

Both types of blockchains involve the use of smart contracts, which can be vulnerable to 

cyberattack and technology failures.
41

 Specifically, smart contracts rely on data from outside 

                                                 
36

 See Norton, supra note 11. 

37
 See id. 

38
 BLOCKCHAIN RISK MANAGEMENT, supra note 16, at 4. 

39
 ñScalabilityò risks include risks associated with recording every transaction in the chain, which in turn may 

present security concerns. 

40
 BLOCKCHAIN RISK MANAGEMENT, supra note 16, at 4. 

41
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entities called ñoracles,ò which feed data to the network. Oracles, in turn, may be subject to 

malicious attacks aimed at corrupting data transmitted to the blockchain.
42

  

Although blockchain technology provides transaction security (by protecting data stored 

in the blockchain ledger against tampering), it does not provide individual wallet or account 

security. Accordingly, individual wallets and accounts remain susceptible to risks like account 

takeover (for example, when bad actors steal private keys), which in turn can render digital 

assets irretrievably lost.
43

 In addition, a malicious actor theoretically could take over more than 

50% of network participant nodes, which in turn creates cybersecurity risks and threats to the 

larger blockchain.
44

  

 Blockchain technology also includes risks associated with data confidentiality concerns. 

All blockchain participants may view the transactions in the ledger, and although transactions 

may be stored in a format that does not reveal personal details, network participants always will 

have access to some of the metadata, which in turn can reveal information about the type of 

activity and volume associated with the activity.
45

 

 In sum, although blockchain technology holds great promise and has the potential to 

revolutionize a number of industries, it is not immune from risk and malfeasance. Participants 

should take care to understand the technology and associated risks, so that they can better protect 

themselves while still reaping the benefits of this promising new frontier.  

                                                 
42

 Id. at 7. 

43
 Id. at 5ï6. 

44
 Id. at 5. 

45
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2. Digital  Assets 

(a) Digital and Digitized Asset Definitions 

A ñdigital assetò is an electronic record in which an individual has a right or interest. The 

term does not include an underlying asset or liability unless the asset or liability is itself an 

electronic record.
46

 In the words of SEC Director William Hinman, ñthe digital asset itself is 

simply code.ò
47

 Digital assets are distinguished from physical assets because the digital asset 

itself does not exist in physical form. For example, a bitcoin is a digital asset because it is an 

electronic record that is created and stored exclusively on the Bitcoin blockchain.
48

  

A ñdigitized assetò is an asset (which may be a security or a physical asset) the ownership 

of which is represented in an electronic record.
49

 An example of a digitized asset would be an 

electronic record of the ownership of real estate stored on a digital ledger. The ledger may 

include an electronic record that contains all of the rights associated with ownership, although 

the asset itselfðthe real estateðexists apart from the electronic record. Utilizing the electronic 

record to record the ownership of the asset on the ledger makes the electronic record a digitized 

asset.  

                                                 
46

 See NATôL CONFERENCE OF COMMôRS ON UNIF. STATE LAWS, REVISED UNIFORM FIDUCIARY ACCESS TO DIGITAL 

ASSETS ACT § 2(10) (2015), 

https://www.uniformlaws.org/HigherLogic/System/DownloadDocumentFile.ashx?DocumentFileKey=112ab648-

b257-97f2-48c2-61fe109a0b33&forceDialog=0. 

47
 William Hinman, Dir., Div. of Corp. Fin., SEC, Digital Asset Transactions: When Howey Met Gary (Plastic), 

Remarks at the Yahoo Finance All Markets Summit: Crypto (June 14, 2018), 

https://www.sec.gov/news/speech/speech-hinman-061418 

48
 The ñwalletsò in which parties keep their bitcoins do not physically possess the bitcoin. Wallets maintain a partyôs 

private key data in a location that is usually encrypted. See Noelle Acheson, How to Store Your Bitcoin, 

https://www.coindesk.com/information/how-to-store-your-bitcoins/ (last updated Jan. 20, 2018). 
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Digital and digitized assets are represented on an electronic ledger that is not necessarily 

a blockchain. Digital and digitized assets on a blockchain are commonly referred to as 

ñblockchain tokens.ò A blockchain token is ña digital token created on a blockchain as part of a 

decentralized software protocol.ò
50

  

(b) Digital and Digitized Asset Classifications  

Digital assets can take many different forms, which implicate the jurisdiction of different 

regulators and regulatory regimes. In the U.S., the different categories of applications have not 

been codified by federal statute or regulatory rulemaking.  

In February of 2018, the FINMA set out its guidelines for ICOs, which included tokens 

defined by the intended underlying economic function of the token.
 51

 This Section of the White 

Paper incorporates the FINMA token definitions for its analysis. It also, though, focuses 

primarily on U.S. law, so in many cases the conclusions reached will differ from those of 

FINMA when it makes jurisdictional classifications of token applications under Swiss law. The 

FINMA definitions refer to blockchain tokens, although conceptually the definitions may be 

equally applied to digital and digitized assets that are not transacted on a blockchain. 

FINMA divides tokens into (1) Payment Tokens, (2) Utility Tokens, and (3) Asset 

Tokens. Some tokens fall under multiple token categories, and some tokens may be used in ways 

that were not intended at inception. 

                                                 
50

 COINBASE, COIN CENTER, UNION SQUARE VENTURES &  CONSENSYS, A SECURITIES LAW FRAMEWORK FOR 

BLOCKCHAIN TOKENS 1, https://www.coinbase.com/legal/securities-law-framework.pdf (last updated Dec. 7, 2016). 

51
 FINMA, GUIDELINES FOR ENQUIRIES REGARDING THE REGULATORY FRAMEWORK FOR INITIAL COIN OFFERINGS 

(ICOS) (2018) [hereinafter FINMA  GUIDELINES], 
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(1) Payment Tokens 

ñPayment [T]okens (synonymous with cryptocurrencies) are tokens which are intended to 

be used, now or in the future, as a means of payment for acquiring goods or services or as a 

means of money or value transfer. Cryptocurrencies give rise to no claims on their issuer.ò
52

 

Bitcoin is the most widely used Payment Token. A bitcoin holder does not have a claim 

on any asset, foundation, or company. The value of a bitcoin is a function of the ability of the 

holder to trade the bitcoin for goods, services, other tokens, or fiat currency. The Bitcoin 

Foundationôs vision for Bitcoin is as a ñglobally accepted method of exchanging and storing 

value which will operate without the need for third parties.ò
53

 Bitcoin is accepted by some 

merchants in exchange for goods and services, although the vast majority of bitcoin transactions 

to date have been speculative.
54

 

(2) Utility Tokens 

ñUtility [T]okens are tokens which are intended to provide access digitally to an 

application or service by means of blockchain-based infrastructure.ò
55

  

The Ethereum blockchain is a network upon which a host of applications can be 

developed. As of this writing, there are 2,327 decentralized applications on the Ethereum 

blockchain.
56

 In order to transfer a token from one node on the Ethereum blockchain to another, 

a transaction must include the cryptocurrency ñEtherò in addition to the token being transferred 

                                                 
52

 Id. 

53
 THE BITCOIN FOUND., THE BITCOIN FOUNDATION MANIFESTO 3 (2016), https://bitcoinfoundation.org/wp-

content/uploads/2017/03/Bitcoin_Foundation_Manifesto.pdf. 

54
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between the parties to the transaction. This additional Ether is paid as an incentive to the node 

which validates the new block recording the transaction on the Ethereum blockchain and is often 

referred to as ñgas.ò
57

 A transaction with insufficient gas to incentivize validators to validate the 

transaction will not be recorded on the blockchain, which means that Ether is necessary for a 

party to access the Ethereum blockchain. When used as gas, Ether is functioning as a utility 

token. Ether has also been used as a speculative store of value. 

(3) Asset Tokens 

ñAsset [T]okens represent assets such as a debt or equity claim on the issuer. Asset 

tokens promise, for example, a share in future company earnings or future capital flows. In terms 

of their economic function, therefore, these tokens are analogous to equities, bonds or derivatives. 

Tokens which enable physical assets to be traded on the blockchain also fall into this category.ò
58

 

Asset Tokens can be digital or digitized assets.  

Under the FINMA definition, Asset Tokens that represent intangible assets are digital 

assets because they exist purely on the computer system. Asset Tokens that enable physical 

assets to be traded on the blockchain are digital representations of physical assets; therefore, they 

are digitized assets and not digital assets.  

An example of a digital Asset Token is a token that entitles the holder to the smart 

contract initiated payout from an escrow account upon the occurrence of an event. A letter of 

credit which is paid to the token holder upon the default of a debtor would be a digital Asset 

Token. 

                                                 
57

 For a discussion of nodes, see What are Ethereum Nodes and Sharding?, BLOCKGEEKS, 

https://blockgeeks.com/guides/what-are-ethereum-nodes-and-sharding/ (last visited Feb. 26, 2019). 
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An example of a digitized Asset Token is the RMG coin offered by the Royal Mint 

Bullion Company and traded on the blockchain.
59

 The holder of one RMG token is entitled to 1g 

of gold stored in the Royal Mintôs vault. RMG holders ñhave full title to their gold at all timesò 

and ñmay request physical delivery of their gold from The Royal Mint.ò
60

  

(4) Hybrid  Tokens 

In some cases a digital asset may fit multiple definitions, such as a utility token that is 

necessary for the right to access a blockchain network but that is also used as a general means of 

payment or exchange for goods which are outside of the network. As an example, Ether 

functions as a Utility Token when used as gas and as a payment token when exchanged for goods.  

(c) Digital and Digitized Asset Applications 

The core innovation of blockchain technologyðthe trading of assets between peers with 

no trusted intermediaryðhas applications beyond virtual currency and can be applied to advance 

traditional industries as well as spawn new ones. Applications include (1) smart contract 

transactions and (2) peer-to-peer trading of digital and digitized assets. 

(1) Smart Contract Transactions 

A smart contract is ña set of coded instructions that execute automatically, without human 

involvement, when particular conditions are met. The fully automated nature of execution 

provides for self-enforcing automated trustworthiness with no counterparty risk of non-

                                                 
59

 Helen Partz, UKôs Gold Mint Launches Gold Backed Cryptocurrency, COINTELEGRAPH (Jan. 31, 2018), 
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performance.ò
61

 By automating the performance of contractual obligations, parties are able to 

perform with greater speed and certainty. 

Smart contracts are seen to mitigate the risk of counterparty failure because the code will 

execute as written without any intervention by the parties. By placing their trust in the code, the 

parties assume the risk that the code has been written in a manner that accurately expresses their 

intentions, with the further risk of uncertainty as to who is accountable, or alternatively they have 

created mechanisms outside of the automated nature of the smart contract to allow for 

intervention if defects in the code are discovered. Although it is possible to have entire 

agreements executed solely using code, in present practice smart contracts typically leave the 

resolution of certain issues outside of the automated smart contract. 

Smart contracts function efficiently when there is a predefined range of outcomes that 

can be objectively identified. In its smart contract primer, CFTC staff offered self-executing 

insurance, transportation rentals and credit default swaps as potential smart contract use cases.
62

 

In these examples, there is an objectively determined event that must occur: the occurrence of an 

insurable event, receipt of funds to rent a bike, and a debtor default, respectively.
63

 The 

occurrence of the objectively determined event induces the coded smart contract response, the 

payment of escrowed funds in the insurance and credit default swap examples, or the unlocking 

of a bike in the transportation rental example.
64
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(footnote omitted). 

62
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(2) Peer-to-Peer Microgrid Trading of Digital and Digitized Assets 

Microgrids are newly constructed electrical grids which, in some cases, are not connected 

to the main electrical grid and may be geographically isolated from the main grid, or in other 

cases can be integrated into the existing grid.
65

 In blockchain enabled microgrid projects, energy 

producers, colloquially called ñprosumers,ò with a rooftop solar array or an interest in an off-site 

renewable energy project, are able to track and transfer electricity to their neighbors who are on 

the same microgrid.
66

 The electricity is represented via a blockchain token, which can be tracked 

and transferred via a smart contract such that if a prosumerôs solar array generates more energy 

than it needs, the token is sold to a different customer on the grid that has not produced as much 

energy as it needs. The transactions themselves can be automated so that smart meters buy and 

sell the energy through automated smart contract transactions. The methods used for transacting 

energy over a microgrid can be applied to other peer-to-peer trading applications in which 

transactions are automated via smart contracts. 

(d) Process for Issuing, Selling, and Trading Virtual Currency  

The process used to create or issue a virtual currency has varied over time. The idea for 

bitcoin, widely recognized as the first virtual currency, was discussed in a white paper that was 

posted to a cryptography mailing list in 2008.
67

 The first bitcoin specification and proof of 

concept was published in 2009.
68

 By 2013, the price of one bitcoin had exceeded $1,000. 
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Capitalizing on the success of bitcoin, other virtual currencies were created and ICOs emerged as 

a way to raise money to fund early stage ventures. To complete an ICO, an offeror generally 

issued a white paper describing the virtual currency, its uses or advantages and its value 

proposition. The white paper would typically be published and publicly available on the offerorôs 

website and would help facilitate the sale and distribution of the virtual currency to institutional 

and retail investors. Forbes reported that ICOs raised nearly $6 billion in 2017.
69

 

On July 25, 2017, the SEC issued the DAO Report,
70

 which makes clear that many virtual 

currencies fall within the definition of a security under the Howey
71

 test. In order to offer or sell 

securities in the United States, they must be registered or qualify for an exemption. Since the 

DAO Report, the SEC has engaged in numerous enforcement actions and offered public 

guidance to issuers in determining whether their virtual currency is actually a security.
72

 

After an ICO, additional quantities of a virtual currency can be created by miners that 

operate open-source software and solve complex mathematical problems to validate and log 

transactions on the publicly distributed ledger created using funds from the ICO. Virtual 

currencies can also be acquired or used in commerce as a medium of exchange (provided, of 

course, that both parties to a transaction are willing to use the digital asset as a means of payment) 

or purchased or sold through privately negotiated transactions or virtual currency exchanges.  

                                                 
69
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Virtual currency exchanges provide a mechanism for converting U.S. dollars and other 

traditional currencies into virtual currencies. These exchanges list currency pairs such as 

BTC/USD (bitcoin denominated in U.S. dollars) and ETH/USD (Ether denominated in U.S. 

dollars) and even cryptocurrency pairs like ETH/BTC (Ether denominated in bitcoin). As of 

March 4, 2019, the website cryptocoincharts.info indexed 230 virtual currency exchanges and 

indicated that over 60 of these exchanges had been used to execute a virtual currency transaction 

with the past 24 hours.
73

 Prominent U.S.-based virtual currency exchanges include: bitFlyer USA, 

Inc.; Bitstamp USA Inc.; Bittrex, Inc.; Circle Internet Financial Limited (Poloniex LLC); 

Coinbase, Inc. (GDAX); Gemini Trust Company; itBit Trust Company; and Payward, Inc. 

(Kraken). 

(1) Transferring Virtual Cur rencies 

Virtual currencies may be traded over ñcentralizedò exchanges or ñdecentralizedò 

exchanges (as described below). For both centralized and decentralized exchanges, counterparty 

credit concerns are theoretically mitigated because properly drafted smart contract code will not 

allow for a party to perform on their transaction obligations without ensuring that the 

counterparty has the assets needed to concurrently perform on its reciprocal transaction 

obligations.  

Centralized virtual currency exchanges hold custody of customer assets and operate order 

books that allow customers to purchase or sell digital assets at posted rates. Centralized 

exchanges typically purchase virtual currencies for their own account on the public ledger and 

allocate them to customers through internal bookkeeping entries while maintaining exclusive 
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visited Mar. 4, 2019) for list of cryptocurrency exchanges. 
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control of the private keys. Under this structure, centralized exchanges collect large amounts of 

customer funds for the purpose of buying and holding virtual currencies on behalf of their 

customers with limited regulatory oversight. ñA trade between two parties transacting using a 

[centralized exchange] is not necessarily recorded on the blockchain, and parties instead entrust 

the exchange to hold tokens on their behalf.ò
74

 Such settlement is said to occur outside the 

blockchain (i.e., ñoff-chainò). By maintaining order books and custody of customer assets, 

centralized virtual currency exchanges provide similar services to those of centralized exchanges 

of more traditional commodities and securities. Coinbase, Kraken and Binance are examples of 

centralized virtual currency exchanges. 

Decentralized exchanges are relatively new and provide a platform that allows users to 

transact directly with each other. The feature that is most characteristic of all platforms labeled 

ñDEXsò is allowing users to maintain custody of their digital assets before and after transactions. 

Users can trade tokens from and to their own personal wallet address on the Ethereum (or other) 

blockchains.
75

 

As opposed to the centralized exchange keeping an order book, decentralized exchanges 

will frequently follow one of two approaches for discovery and matching open trading interests. 

ñOne is to implement a peer-to-peer system in which [buyers] and [sellers] discover each other 

and then negotiate and agree upon transaction details by communicating directly with each other. 

The other alternative is to use a smart contract or liquidity pool that does not necessarily list 

orders, but rather simply fills submitted orders algorithmically.ò
76

  

                                                 
74

 An Overview of the Decentralized Trading of Digital Assets, THE BROOKLYN PROJECT, § 3.2 (Nov. 15, 2018), 

https://collaborate.thebkp.com/project/TL/document/9/version/10/ [Not compatible with Internet Explorer browser].  

75
 Id § 3.1. 

76
 Id § 3.3. 
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Once the buyer and seller have agreed to terms, the transaction is ñsubmitted to the 

blockchain via a function call to the appropriate smart contract, [and] the transfer of tokens 

between parties is recorded on the blockchain by miners. Legal possession and ownership of the 

newly transferred tokens should, depending on jurisdictional nuances, likely pass once the 

transaction is mined, recorded to the blockchain, and the taker has control over the tokens. While 

in theory one might expect this to occur immediately upon submitting an order to the appropriate 

smart contract, in reality there may be delays due to network congestion. Users can attempt to 

have their transactions mined more quickly by agreeing to pay a higher gas fee to miners, which 

increases the minersô incentive to mine that userôs transaction.ò
77

 Parties may also utilize this 

transaction mechanism to transfer virtual currency with no involvement from an exchange of any 

type. 

Decentralized exchanges provide the software platforms whereby virtual currency buyers 

and sellers locate one another and provide infrastructure, which facilitates the transfer of the 

virtual currency; however, the receipt and custody of the virtual currency is entrusted to the user. 

Examples of decentralized exchanges include IDEX, Airswap and Paradex.  

(2) Virtual Currency Pricing 

At issuance, the pricing terms of a particular virtual currency are generally set forth in the 

white paper or offering document describing the ICO. An investor that purchases a virtual 

currency through an ICO may be able to use venture capital valuation methodologies to discern 

the price or value of a particular offering. 

In the secondary market, the price of a virtual currency is based on the agreement of the 

parties to a transaction and their perception of the virtual currencyôs value. Some have argued 
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that the intrinsic value of a virtual currency can be derived from the cost of mining the virtual 

currency.
78

 In addition, certain virtual currencies may be used or redeemed for another product or 

services, in which case the price or value of such product or service could influence the price of 

the virtual currency. Many virtual currencies are susceptible to changes in sentiment and highly 

volatile. 

Several financial service companies have launched virtual currency indices or market 

data services. For example, CME Group has established a Bitcoin Real-Time Index79
 and 

Intercontinental Exchange offers a cryptocurrency data feed.
80

 

(3) Virtual Currency Market Participants  

Issuers of virtual currency may be distinguished by their level of decentralization. Bitcoin, 

widely regarded as the most decentralized cryptocurrency, arguably lacks any person or group of 

people who can be identified as an issuer or otherwise as a responsible party. Instead, the Bitcoin 

protocol developed by Satoshi defined how miners can create new bitcoins by performing 

specific calculations.
81

 These miners generally are not thought of as true ñissuers,ò as they do not 

have the ability to control the creation and distribution of new bitcoins; rather, they receive 

bitcoins as a reward for performing work for the network. Other forms of virtual currency, such 

as tokens, may be considered to have issuers as that term is commonly understood.  

                                                 
78

 See, e.g., Jason Bloomberg, What is Bitcoinôs Elusive Intrinsic Value?, FORBES (June 26, 2017, 5:22 PM), 

https://www.forbes.com/sites/jasonbloomberg/2017/06/26/what-is-bitcoins-elusive-intrinsic-value/#25238ee47194.  

79
 See CME CF Bitcoin Reference Rate & CME CF Bitcoin Real-Time Index, CME GROUP, 

http://www.cmegroup.com/trading/cryptocurrency-indices/cf-bitcoin-reference-rate.html (last visited Feb. 27, 2019). 

80
 See ICE Comprehensive Cryptocurrency Feed, INTERCONTINENTAL EXCHANGE, https://www.theice.com/market-

data/connectivity-and-feeds/consolidated-feed/coverage-list/cryptocurrencies (last visited Feb. 27, 2019). 

81
 See NAKAMOTO , supra note 67. 
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Buyers of virtual currencies have traditionally been individuals who are speculating on 

the value of virtual currency with their own money. The first non-retail buyers of virtual 

currencies were typically businesses that purchased virtual currencies for operations, such as 

cryptocurrency exchanges, payment providers, and similar businesses. Over time, buyers of 

virtual currency have become more institutionalized. As more sophisticated investors have begun 

to enter the space in recent years, there has been rapid growth in hedge funds and venture funds 

that are focused on cryptocurrencies. Autonomous Research LLP reports that there are 780 

crypto funds with $10 - $15 billion in assets under management.
82

 However, individual investors 

have been key drivers of virtual currencies, with Coinbase, the primary exchange in the United 

States, reporting more than 20 million users on its platform.
83

  

(e) Unique Digital  Asset Features 

A fork is a split in the blockchain of a digital asset where two separate blockchains with a 

shared history are created. Forks can result from updates to the software that change the rules 

that determine whether a blockchain transaction is valid or not. If only some, but not all, users 

accept the updated rules, then a fork may occur. One version of the software may then accept one 

blockchain as the valid history while the other version accepts the other blockchain as the valid 

history.  

The causes of forks may vary. Sometimes, the changes to the rules that trigger a fork are 

changes that are introduced during the normal process of updating software. If the changes are 

widely accepted, generally the updated blockchain will win and only one chain will survive.  

                                                 
82

 Crypto Fund List, AUTONOMOUS RESEARCH LLP, https://next.autonomous.com/cryptofundlist/ (last visited Feb. 

27, 2019) (retrieved on Dec. 20, 2018). 

83
 About Coinbase, COINBASE, https://www.coinbase.com/about (last visited Feb. 27, 2019) (retrieved on June 20, 
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Other times, a fork may be triggered by a conscious decision by some participants in the 

network to change the rules in a manner that is not accepted by all participants in the network. 

For example, some forks have occurred because users have had a difference of opinion regarding 

the future of the network. This kind of fork can result in the existence of two separate digital 

assets.  

A well-known example of a fork is the split of Bitcoin Cash from Bitcoin. Prior to the 

Bitcoin Cash fork, some Bitcoin users advocated for an upgrade to the Bitcoin rules that would 

permit larger blocks to be accepted by the network. Many other Bitcoin users resisted this 

upgrade, believing that larger block sizes would make it more difficult to maintain a 

decentralized network. Ultimately, a group of users believing in the need for larger blocks 

decided to launch the Bitcoin Cash software and fork away from the Bitcoin network to pursue a 

blockchain with larger blocks. 
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1. Introduction  

The CEA is a federal statute that focuses on regulating transactions and markets in 

derivatives, i.e., contracts whose value derives from the value of a referenced underlying 

ñcommodity.ò Congress determined it is in the public interest to regulate derivatives markets, 

with an emphasis initially on exchange markets for futures on agricultural commodities, because 

derivatives markets are closely related to the cash markets for the underlying commodities and 

thus can have implications for the cash markets. Derivatives are used by many businesses to 

manage price or other risks associated with their activities. Businesses may also price 

commercial merchandizing or other transactions by reference to the prices discovered in 

centralized derivatives markets, when those prices are considered reliable projections of future 

market value. The hedging and price discovery benefits that centralized derivatives markets 

provide are deemed to be in the public interest,
84

 and much of the CEA framework is intended to 

protect the derivatives markets and related cash markets against manipulation, unwarranted price 
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 See 7 U.S.C. § 5. Over time, Congress expanded the public interest justification for regulating derivatives markets, 

to recognize the public interest benefits of market self-regulation and to protect financial integrity of transactions, 

protect against systemic risk and protect market participants from fraud and abusive sales practices. 
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distortions and, for derivatives on tangible commodities that settle by delivery at expiration, 

congestion in deliverable supplies of the underlying commodities. 

The CEA grants the CFTC regulatory authority over certain categories of derivatives 

transactions, as well as over certain leveraged off-exchange retail transactions regardless of 

whether the transactions are derivatives. The scope of the CFTCôs jurisdiction depends, in part, 

on whether the derivative or other transaction involves a ñcommodity.ò The CEA also vests the 

Commission with enforcement authority (but not rulemaking authority) with respect to fraud and 

manipulation involving cash market trading of commodities.  

Notably, the CEA definition of ñcommodityò is broader than one might expect based on a 

common understanding of the term. Although there are significant issues surrounding the scope 

and interpretation of what the CEA definition encompasses, the definition is understood to cover 

securities, foreign currencies, and other financial assets, and is not limited to tangible (physical) 

commodities.  

The CEA makes distinctions based on the type or classification of a commodity, which 

are relevant because the commodity classification can lead to different regulatory treatment 

under the statute. For example, CEA provisions allocate jurisdiction over derivatives that are 

based on a security or group or index of securities (or any interest therein or based on the value 

thereof) between the CFTC and SEC or jointly to the two agencies. As another example, the 

CEA provisions regulating off-exchange retail transactions differ based on whether the 

commodity is a foreign currency or another type of non-security commodity. Classification as an 

exempt commodity (non-agricultural commodities considered non-financial in nature) or 

excluded commodity (considered financial in nature) is relevant for whether transactions may 

qualify for exclusion from futures or swaps regulation as forward contracts. 
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Thus, threshold questions for determining whether and how the CEA could apply to a 

digital or digitized asset, and transactions in the asset, include (1) whether the asset is a 

ñcommodity,ò as defined in the CEA, and (2) if so, how the asset is classifiedðin particular, 

whether it is a security. A digitized asset that represents a record of title to an underlying asset, 

e.g., a token representing ownership of gold, is simply a form of electronic title document, where 

it is the classification of the underlying asset that is relevant. Digital assets where the token is 

itself the asset may be more challenging to classify as a security or non-security commodity, if 

the digital asset is (or aspires to be) a virtual currency or has some other type of utility function, 

but may also serve an initial capital raising purpose or have other characteristics associated with 

securities.  

This Section focuses on a particular type of digital asset, virtual currencies, because the 

CFTC to date has been asserting jurisdiction primarily over virtual currencies among digital 

assets. At the same time, the same principles that the CFTC applies to virtual currency will likely 

apply to other digital assets.
85

  

The CFTC has asserted jurisdiction over virtual currency transactions in a variety of 

contexts, beginning with a settlement order entered into between the CFTC and Coinflip, Inc. in 

2015.
86

 The CFTC based its assertion of jurisdiction on the fact that virtual currencies are 
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 See, e.g., CFTC, A CFTC PRIMER ON VIRTUAL CURRENCIES (2017) [hereinafter PRIMER ON V IRTUAL 

CURRENCIES], 

https://www.cftc.gov/sites/default/files/idc/groups/public/documents/file/labcftc_primercurrencies100417.pdf 

(ñThere is no inconsistency between the SECôs analysis and the CFTCôs determination that virtual currencies are 

commodities and that virtual tokens may be commodities or derivatives contracts depending on the particular facts 

and circumstances.ò). 

86
 In the Matter of Coinflip, Inc., CFTC No. 15-29, [2015-2016 Transfer Binder] Comm. Fut. L. Rep. (CCH) ¶ 

33,538, at 77,854 (Sept. 17, 2015). 
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ñcommodities,ò as that term is defined in the CEA, 7 U.S.C. § 1 et seq.
87

 The CFTCôs position 

regarding its statutory authority over transactions involving virtual currencies has remained 

consistent in public statements made by CFTC Commissioners,
88

 in a CFTC-proposed 

interpretation of the ñactual deliveryò exception to regulation of leveraged retail commodity 

transactions,
89

 in CFTC staff guidance,
90

 and in enforcement actions in both administrative and 

                                                 
87

 Id. at 77,855 (ñBitcoin and other virtual currencies are encompassed in the [commodity] definition and properly 

defined as commodities.ò). 

88
 In December 2014, then-Chairman Timothy Massad considered whether the CFTC had regulatory authority over 

virtual currencies in congressional testimony before the Senate Committee on Agriculture, Nutrition, and Forestry. 

There, Massad explained: 

The CFTCôs jurisdiction with respect to virtual currencies will depend on the facts and 

circumstances pertaining to any particular activity in question. While the CFTC does not have 

policies and procedures specific to virtual currencies like bitcoin, the agencyôs authority extends to 

futures and swaps contracts in any commodity. The CEA defines the term commodity very 

broadly so that in addition to traditional agricultural commodities, metals, and energy, the CFTC 

has oversight of derivatives contracts related to Treasury securities, interest rate indices, stock 

market indices, currencies, electricity, and heating degree days, to name just a few underlying 

products. Derivative contracts based on a virtual currency represent one area within our 

responsibility. 

See The Commodity Futures Trading Commôn: Effective Enforcement and the Future of Derivatives Regulation: 

Hearing before the U.S. S. Comm. on Agric., Nutrition & Forestry, 113th Cong. 55 (2014) (statement of Timothy 

Massad, Chairman, CFTC). CFTC Commissioners have subsequently reiterated this conclusion. See, e.g., Giancarlo 

HUA Statement, supra note 2; J. Christopher Giancarlo, Chairman, CFTC, Keynote Address Before the ABA 

Business Law Section, Derivatives & Futures Law Comm. Winter Meeting, Naples, Florida (Jan. 25, 2018), 

https://www.cftc.gov/PressRoom/SpeechesTestimony/opagiancarlo63; J. Christopher Giancarlo, Chairman, CFTC, 

Chairman Giancarlo Statement on Virtual Currencies (Jan. 4, 2018), 

https://www.cftc.gov/PressRoom/SpeechesTestimony/giancarlostatement010418; J. Christopher Giancarlo, 

Chairman, CFTC, Giancarlo Commends SEC Chairman Clayton on ICO Statement (Dec. 11, 2017), 

https://www.cftc.gov/PressRoom/SpeechesTestimony/giancarlostatement121117. 

Notably, in a keynote address on March 7, 2018, CFTC Commissioner Brian Quintenz not only asserted the 

agencyôs jurisdiction over digital asset derivatives, but also stated his support for an ñindependent, self-regulating 

bodyò for spot virtual currency transactions. Quintenz added that a self-regulatory organization for virtual currencies 

could ñcreate uniform standards . . . reduce the possibility of regulatory arbitrage, and avoid duplicative regulation,ò 

which would address the concern of multiple federal and state regulators (including the CFTC) having jurisdiction 

over spot virtual currency transactions. See Brian Quintenz, Keynote Address by Commissioner Brian Quintenz 

before the DC Blockchain Summit (Mar. 7, 2018), 

https://www.cftc.gov/PressRoom/SpeechesTestimony/opaquintenz8. 

89
 See Retail Commodity Transactions Involving Virtual Currency, 82 Fed. Reg. 60,335, 60,337 & n.37 (proposed 

Dec. 20, 2017) (interpreting 17 C.F.R. pt. 1); see also infra Section 2.2(c). 

90
 See, e.g., CFTC, CFTC BACKGROUNDER ON OVERSIGHT OF AND APPROACH TO V IRTUAL CURRENCY FUTURES 

MARKETS (2018), 

https://www.cftc.gov/sites/default/files/idc/groups/public/@newsroom/documents/file/backgrounder_virtualcurrency

01.pdf; CFTC, CUSTOMER ADVISORY: UNDERSTAND THE RISKS OF V IRTUAL CURRENCY TRADING (2017), 

(contôd) 






























































































































































































































































































































































































































































































































